


Governance Cybersecurity Considerations for Private Company Directors

A governance failure may be viewed as a breach of the D&O duty of care and duty of loyalty.

It is part of a board's fiduciary duty to ensure a cybersecurity governance framework is established, implemented, enforced, and regularly updated. A role of the board is to support and promote a security culture that includes establishing acceptable and unacceptable IT security risks which should be reviewed, and monitored for compliance, operational, and strategic fit. 

Initial Questions for a Board to Consider:
· Is there a cybersecurity program and strategy in place? 
· Has an independent cybersecurity risk assessment been carried out?
· Is the board well informed and knowledgeable about current risks the organization is exposed to?
· Has the board set out the types of risks that it is willing to accept and the ones that are unacceptable?
· Is cybersecurity integrated into the board dashboard?
· Is the board current on the cyber regulatory, legislative and statutory landscape?  
· Does the company have a working relationship with law enforcement-local, state & fed?

Suggested Actions
Provide Oversight of IT Security Governance and Risk Management
· Ensure a cybersecurity framework is in place (e.g., NIST RMF, IS27001 etc.)
· Establish clear roles and responsibilities for cybersecurity oversight within the board
· Ensure cybersecurity policies and procedures are reviewed, updated, and approved regularly
· Ensure a cyber incident response plan is implemented and tested (minimum annual testing)
· Ensure cybersecurity insurance coverage is evaluated for adequacy
· Ensure organization is sharing intelligence with trusted partners (including government agencies)
· Participate in tabletop exercises
Reasons
· Helps with understanding the cybersecurity threat landscape threats and threat intelligence
· Helps with identifying critical assets in your organization
· Helps with implementing effective cybersecurity measures
· Helps with assigning roles and responsibilities 
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· Create a culture of cybersecurity awareness throughout the organization
· Ensure cybersecurity training is provided to all employees regularly and to 3rd party vendors
· Ensure Cyber features in the priorities of all business units across the organization 

Embrace cybersecurity as a team sport: empower everyone, the organization is as secure as its weakest link
· Technical Teams - Development, Implementation, and enforcement of security program 
· Human Resources - Training, Policies, Guidelines for Staff and Contractors from security program
· Marketing and Communications - Ready and prepared communications as part of security program
· Legal - Anticipates and prepared to respond to adverse actions relating to incidents
· Procurement / Supply Chain - Enforce 3rd party vendors cyber posture and readiness. Include cybersecurity requirements in contracts and agreements.

